Activism 2.0

Lessons Learned from
the Data Retention Protests in Germany

(plus: What you will do on 11th October)

Ralf Bendrath

bendrath.blogspot.com
www.vorratsdatenspeicherung.de
www.ict.tbm.tudelft.nl






How did we get there?



Phase 1. Getting started

December 2005: EU Parliament adopts
data retention directive

Unrest among activists and netizens
,"We must do something nationally now

Setting up and sorting out the
Infrastructure

First face2face meeting, 22C3



Technology: graduated Set-Up

o Wiki
web125.nice-host.de/VDS/html/VDS/index.php/Hauptseite

e Mailing Lists

ak-vorrat@mail.stop1984.com

e Forums

www.dergrossebruder.org/kastanienbaum (discusssion)
www.hopforum.de/board (,nerds to the street")

* Provisional setup motivated people
to participate and jump In.



State of the Infrastructure

Forum has not proven successful

~ 40 mailing lists (Mailman)

Mail exploders (presse@ / kontakt@)

Wiki (Mediawiki)

Web portal (Joomla) with language recognition

Domains:

— stoppt-die-vorratsdatenspeicherung.de

— vorratsdatenspeicherung.de

— ak-vds.de

— freiheit-statt-angst.de / freiheitstattangst.de

IRC: #ak-vorrat
No blog!









Phase 2: Publicity

* Press releases
— were quoted a lot in blogs

— patience needed with mass media
e Give them stuff to report about!
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Phase 2: Publicity

 Press releases
— were guoted a lot in blogs
— patience needed with mass media

« Campaign elements
— Joint Declaration of organizations
— Open letters to parliamentarians
— Call to contact the ruling parties (SPDCDUCSU)
— Collective constitutional challenge
— Online Demonstrations
— Pagepeel
* To the Streets!
— face2face important: ,| am not alone!”



Phase 3: Differentiation

 functional differentiation
— Malling lists: press, design, servers, ...
— Wiki: general / internal / newcomers
— IRC: Informal gathering point












Phase 3: Differentiation

 functional differentiation
— Malling lists: press, design, servers, ...
— Wiki: general / internal / newcomers
— IRC: Informal gathering point
* regional differentiation
— local chapters






Phase 4: Spin-Off Projects









Phase 5: Pop Culture

,Creative Commons*“-License
Logos / Banners
Music
Videos
viral marketing
anybody can contribute






,Bundestag United“-Remixes

Music clip from
http://su?2.info/d/ak-vorrat/Sicherheitswahn.mp3




Videos

Movie ,Planet under Observation, available at
http://ftp.ccc.de/akvorrat/Augsburg/Video/Vorratsdaten 80SEK AVIDDVCODEC.mov




Phase 5: Pop Culture

,Creative Commons“-License
Logos / Banners

Music

Videos

,Stasl 2.0"

Schaublone



Summer Fashion of 2007

e \Workshop at re:publica07
 “creative against data retention”

e Slogan “Stasi 2.0”
e “Logo sought”
























Phase 6: ,Final Countdown®

Large demonstration in Berlin, 22.9.2007
Local demos before parliament vote
Coordination via wiki, lists, and IRC
Publicity via blogs and mass media
Funded via t-shirts and donations

Fulltime volunteers necessary!
— Crowdsourcing has its limits...









Phase 7. Supreme Court



Ongoing Viral Marketing






Lessons learned | good

open structures and free licenses

setup with help from the community
(ownership)

.experts* for substance and strategy
activity forms: go offline!
pop culture and fun

Give people an environment in which they
can do what they are good at.



Lessons learned Il: difficult

amorphous structure creates constant
need for discussions

— organization? platform? network? alliance?
— herding cats and leadership

political conflicts can‘t be solved online
— result in flame wars and personal attacks

trust does not scale

still unclear if AK Vorrat is a general model
or just a lucky accident



| essons learned lll: successes

Mobilized people to become active

Biggest supreme court case in German
history

Massive media attention
Put privacy back on the German agenda
Inspiration for others



Phase 8: Internationalization

Recognition that much survelllance comes
from EU and other international deals

Lots of interest abroad after big Berlin
demonstration in 2007

Call for EU-wide action day
— Just try it

amazing feedback
— participation from Americas, Asia and Africa



Freedom not Fear 2008



Freedom not Fear 2008

 International privacy action day, 11th October
e In 20+ countries so far, still counting

e diverse activities
— Demonstrations (Berlin, Stockholm, Patris, ...)
— Privacy Parties (Copenhagen, Berlin, Stockholm)
— Street Events (Zurich, London)
— Discussion Events (Washington, ...)

— All together (The Hague - street protest, speeches,
music, arts, privacy market, ...)



We need you!

 FnF has already sparked media attention

« Great chance for putting privacy back
on the international agenda

e Some countries still missing
— Hungaury!
— Poland

— Braazil
— Ireland?



How to participate

enter your contact info in the wiki

wiki.vorratsdatenspeicherung.de/Freedom_Not_Fear 2008

join the mailing lists
FnF: listes.globenet.org/listinfo/fnf2008
EDRI-DR: mailman.edri.org/cgi-bin/mailman/listinfo/edri-dr

come up with ideas that suit your context
find others

tell the media

have fun!



